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Are you new to cyber security?

Is your industrial control system 
under threat?

Do you want to harden your system 
and protect it from cyber attacks?

The cyber security threat to industrial control systems is 
evolving rapidly with both generic and targeted threats on the 
increase. Modern control systems need to interface with the 
corporate enterprise layer and beyond to share information 
and provide remote operation, monitoring and diagnostic 
capabilities. It is no longer possible to operate without 
exposing the control system to risk but with the proper digital 
security tools and methodologies the risks can be reduced, 
managed and monitored.

This session illustrates the current techniques for securing 
control systems and explains the steps in analysing, 
designing, implementing and managing an effective cyber 
security solution.

Who should attend?
This session is equally appropriate for IT engineers, control 
system engineers, operations personnel and management.

This session is particularly useful for those managers and 
engineers who may be directly or indirectly involved in the 
maintenance or evolution of control system projects.

Benefits of attending
– Improved system availability through reduced security risk
– Improved diagnostics of IT equipment
–  Security settings tailored for site specific needs and 

corporate requirements

–  Provides the ability for ABB experts to remotely access the 
system for troubleshooting

–  Ensures continuous improvement of your security status 
and compliance to the latest procedures and guidelines

Topics covered
–  A brief introduction to the principles of cyber security and 

current standards
–  Illustrate the stages of a cyber security consultation:
 –  Interviews
 –  System configuration (Fingerprint)
 –  Analyse
 –  Identify vulnerabilities
 –  Identify the various methods of protection
 –  Perimeter security
 –  System hardening
 –  Whitelisting (SE46)
 –  Host intrusion detection
 –  Monitoring of network traffic
 –  Maintenance and management
 –  ServicePort Monitoring utility and remote access
 –  Industrial Defender

Duration: 1 or 2 hour session followed by optional 
discussion session or live demonstration

Venue: ABB offices in Cambridgeshire, Aberdeen  
or customer location




