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NMNOJINTUKA
Mo YMPABJIEHNE HA CUTYPHOCTTA HA UHOOPMALUNATA
HA ,ABb BBJ/ITAPUA™ EOOA!

CuctemaTta 3a ynpaB/iieHME Ha CUrypHoOCTTa Ha uHd@opMauumsata (CYCU) kaTto 4yact oT WMHTerpupaHa cucrtema 3a
ynpaBneHue Ha ,Abb Bbnrapus” EOQO/ Bknt4yBa paMKa, B KOSAATO SICHO ca AedUHMPaHU LenmTe U NpUHUMNUTE Ha
CUTypHOCTTa Ha MHdOpMaLmMsaTa, KaTo e4HOBPEMEHHO C TOBa Cb34aBa SICHU KpUTEPMK 3a aHaIM3 M OLleHKa Ha puUcKa.

CYCW e cbobpaseHa C BCUUYKM BU3HEC, MPABHU, TEXHONOMMYHKN, TEXHUUYECKU U TaKTUUECKU U3MCKBAHUSA Ha npouecuTe
Nno rnocTuraHe Ha Heo6XoAMMOTO HMBO Ha AOBEpUE, AOrOBOPHUTE 3aAb/IKEHUSA 3@ OCUTypsiBaHE Ha CUTypHOCTTa U
OTroBapsl Ha CTpaTernyeckmsl KOHTEKCT 3a yrnpaBfieHne Ha pucka B OpraHusauusTa.

PBKOBOACTBOTO, B JIMLLETO HA YNPABUTEJINTE:

OduvumanHo ageknapupa Hactoswata MNMOJIMTUKA MO CUTYPHOCTTA, KOoSTO € ornaceHa, pa3npocTpaHeHa,
pasbpaHa, npunaraHa, 1 noaabp>xaHa Ha BCUYKM HMBa B OpraHmsauusaTa.

OCbVILlVIaJ'IHO Aeknapuvpa, ye rnasHa uen Ha OpraHusaumsaTa M Uenumsa nepcoHan e Aa cb3jaBa AoBepue, KaTo
npeagoctaBa Ha CBOUTE KJIMEHTU, MApPTHbLOPU N 3aUHTEPECOBAHU NMUa NpOoAYKT, KOWTO Aa CbOTBETCTBA Ha TEXHUTE
M3NCKBAHUA 3@ CUTYPHOCT KaToO €eAHOBPEMEHHO C TOBa rapaHTupa KOHCbM,D,eHLI,MaJ'IHOCT, UANOCTHOCT U AOCTbMHOCT
Ao MHqJOpMaLI,VIOHHMTe aKTUBU, ocurypsasallin npouecnTe Ha OpFaHMBaLI,MﬂTa.

MNMoemMa 1 HocKM NepcoHanHaTa OTrOBOPHOCT 3a NepuoanyYHUS Npernea u akTyanusnpaHe Ha Monutukarta ¢ ornea
Ha HeilHaTa aAeKBATHOCT M HEMPEKbCHATO YCbBbPLIEHCTBAHE, KAaTo TO3M MPOLIEC CE OCHOBABa CaMo Ha NpPOBEPEHU
daKTU Npu B3EMAHETO Ha peLleHus.

Mma 3agbnxkeHneTo aa M,D,eHTMqJVILI,VIpa BCUYKUK npouecn no CUrypHoOCTTa B OpFaHMBaLI,MﬂTa M NOoTBbpP>XAaBa, 4e
TE€ NPOTUYHAT NpPpU KOHTPONPaHU yCnoBuUA.

SAcHo onpeaens cUrypHocTTa Ha MHdopMaumaTa, HelMHUTe Luenu, 061acTu U CTENEHN Ha BAXXHOCT, KAaTo MEXaHU3bM
3a ocurypsieaHe W/WauM usnonseaHe Ha MHdopmauusTa. Ha Tasu 6a3a, OpraHusauusaTa nnaHupa edekTUBHU
MEXaHM3MM 33 KOHTPOJ, KOMTO rapaHTMpaT MOCTUraHeTo Ha MOCTAaBEHMTE LM U Ce OCHOBABAT Ha OCHOBHUTE
MNPUHLMUMN Ha CUFYPHOCTTa Ha MHbopMaumaTa.

ObsaBsaBa, Yye OCHOBEH npuopuTteT 3a OpraHusaumsaTa ca M,D,eHTVId)MLI,MpaHeTO Ha BCUYKUN PUCKOBE 3a aKTUBUTE, 3a
npouecnTe, NpoaAyKTUTE, MHTEPECUTE HA KIUEHTU, AOCTaBYMUMN, NAapPTHbOPU N 3aUHTEPECOBAHU CTpaHW; TAXHOTO
aHanusmpaHe W oOLUeHsIBaHe; npunaraHeTo Ha edeKTUBHM MNNaHOBE 3a HaMansiBaHe Ha pucka; m3bopbT U
npunaraHeTo Ha MOAXOAAWM KOHTPOAM MO CUIYPHOCTTA, KakKTO M OueHsiBaHeTo Ha edeKTMBHOCTTa OT
NMPUNOXEHUTE UENN N MEXAHU3MU 3a KOHTPOJ1, KaTO M3MoJi3Ba TOBa 3a I'IO,D,O6pﬂBaHe CUTYPHOCTTaA, ocuUrypsBaHe
Ha npouec Ha HENPEKBbCHATOCT Ha pa60TaTa M YCbBbpLUEHCTBaHe Ha VIHTerpmpaHaTta cucteMa 3a yrpaBieHue Ha
Ka4yeCTBOTO U CUTYPHOCTTA Ha VIHCbOpMaLI,MﬂTa.

HenpekbcHaTo u3yyaBa 1 BHeapsiea B OpraHusaumsaTa Hali-HOBUTE Hay4yHO-TEXHUUECKU AOCTUXEHUS B cdepaTa
Ha cUrypHoCTTa.

Ce ctpemu ga ocurypu 100% cuUrypHOCT Ha BCMYKW NPOLECH.

Ocb3HaBa Bogellata cum pona npu qupMynMpaHeTo Ha UennTte no CUrypHocCTTa uU 4ypes ed)MKaCHM MEXaHNU3MU 3a
KOHTPON cnean 3a TAXHOTO U3Nb/IHEHUE.

HacouBa ycunusiTa cu B cCnegHUTE HanpasBneHus 3a edeKTMBHOTO npoBexaaHe Ha MNOJIMTUKATA 1O
CUTYPHOCTTA HA NHOOPMALUUATA:

- peannsnpaHe Ha quEKTVIBHM MNONMNTUKN MO CUTYPHOCTTa U Cb3aaBaHE Ha YCNOBUA 3a HEMNPEKbCHATO
ynpaBneHne Ha npouecunTe B OpFaHVIBaLI,VIFITa.

- n3rpaxaaHe Ha MoOAEpHa cUCTeMa 3@ CUIypHOCT Ha MHdopMauusaTa, cnocobHa Aa OTrOBOPU Ha BUCOKUTE
O4YaKBaHUA Ha CBOUTE KITUEHTU.

1 O6xBart: LleHTpaneH ogpuc Cogpus.
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- yTBbpXAaBaHE Ha OpFaHMBaLI,MﬂTa B MeXAYHapoA€EH, permoHaneH M HaunMoHaneH Mawab no oTHOWeEHNE Ha
HageXaHoTo W HenpekKbCHATo YynpasBJsieHWE Ha CBOUTE nNpouecn u CI'IELI,Mq)VI‘-IHM npoAyKTH, 4pe3
HENpEKbCHATO VILI,eHTVIqJVILI,VIpaHe, aHanni3, oueHKa n TpeTnpaHe Ha PUCKOBETE 3a akKTUBUTE, NpunaraHe Ha
aleKBATHN KOHTPO/N; oCcuUrypsdaBaHe Ha npaBHO, TEXHO/IOMNMYHO, TEXHNYECKO U TaKTUYECKO CbOTBETCTBUE U
Cb3HaHME 3a CUTYpPHOCT.

- npunaraHe Ha cneunannsanpaHu nJaHoOBE 3a: TpPETUpaHE Ha pUCKa, HENPEKBbCHATOCT Ha pa60TaTa n
Bb3CTaHOBsABaAHE Cnej Kpu3a, BCECTPAHHO OCUTypsABaHE Ha CUTYPHOCTTa U A4p.

- edeKTMBHO 1 edUKacHO M3MoN3BaAHE HAMYHUTE MHOBALIMOHHWN, MH(MDOPMALIMOHHU, MaTepUasH, YOBELLKN U
(MHaHCOBM pecypcu, Cbo6pasHO U3NCKBAHMATA 3@ CUIFYPHOCT Ha BCUUKM aKTUBMU.

- ynpaBfieHMe Ha HenpeKbCcHaT Npouec Ha oby4yeHne, OCb3HaBaHeE U MOTMBAUMSA Ha MepcoHasna B acrnekTa Ha
CUrypHocTTa.

PbkoBOACTBOTO OCb3HaBa HyXaaTa Aa onpegenu MnaH 3a HeNpPeKbCHATOCT Ha paboTaTta Ha OpraHusauunaTta. Ocb3HaTK
Cca 3HaUYUTESTHUTE PUCKOBE 3a CbLIECTBEHUTE NpoLecHM Ha paboTa OT NOTEHUMANHN U HeENpeaBUAEHM HebNaronpusTHU
cbbuTUA.

3a peanu3upaHe Ha Te3u uenu, PbkosoacteoTo Ha ,ABB Bbarapmsa” EOO/[ e pa3zpaboTuio, BHeApWno, Nnoaabpxa u
HenpeKkbCHaATO YCbBbplWeEHCTBa WHTerpmpaHa cucTteMa 3a YrpaB/eHWe Ha KadecTBOTO W CUrypHoOCTTa Ha
nHdbopMaumnaTa, CbOTBETCTBALLA@ Ha namckeaHmaTa Ha EN ISO/IEC 27001:2023, EN ISO/IEC 27001:2023/A1:2024 n
APYruTe NpuaoXuMmM 6bArapckm U MexayHapoaHuW CTaHaapTM U HOPMU.

KATO YMNPABWUTENN HA ,,ABB Bbwnarapma” EOO/A, NEKIAPUPAME IMYHOTO CU YYACTUE N OTrOBOPHOCT 3A
N3MbJIHEHVUE HA OBABEHATA MOJIMTUKA MO CUTYPHOCTTA.

Monutnkarta e gurnTanHo o,qo6peHa oT PbkoBOACTBOTO Ha [py>XecTBOTO.

Aara: 01.01.2025 r.
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POLICY
ON INFORMATION SECURITY MANAGEMENT SYSTEM
OF ,,ABB BULGARIA EOOD" 1

The Information Security Management System (ISMS) as part of the ABB Bulgaria EOOD Integrated Management
System includes a framework that clearly defines the goals and principles of information security while creating clear
criteria for analysis and risk assessment.

ISMS is consistent with all the business, legal, technological, technical and tactical requirements of the processes to
achieve the necessary level of trust, contractual obligations to ensure security and meet the strategic context of risk
management in the Organization.

THE MANAGEMENT ON BEHALF OF THE GENERAL MANAGER:

Officially declares this INFORMATION SECURITY POLICY, which is published, distributed, understood,
implemented, and maintained at all levels within the Organization.

Officially declares that the primary purpose of the Organization and all staff is to build trust by providing its
customers, partners and stakeholders with a product that meets their security requirements, while ensuring
confidentiality, integrity and accessibility of information assets providing the processes of the Organization.

Accepts and bears the personal responsibility for the periodic review and updating of the Policy with a view to
its adequacy and continuous improvement, this process being based only on verified facts in decision making.

Has the obligation to identify all security processes in the Organization and confirm that they are under
controlled conditions.

Clearly defines the security of information, its goals, areas and levels of importance as a mechanism for providing
and / or using the information. On this basis, the Organization plans effective control mechanisms that ensures
the achievement of the objectives set and are based on the basic principles of information security.

Declares that a major priority for the Organization is the identification of all risks to assets, processes, products,
interests of customers, suppliers, partners and stakeholders; analysing and evaluating them; the implementation
of effective risk reduction plans; the selection and implementation of appropriate security controls, as well as
the assessment of the effectiveness of the objectives and control mechanisms applied, using this to improve
security, ensure a process of continuity of work and improve the Integrated Quality and Security Management
System.

Continuous study and implementation of the latest scientific and technological developments in the field of
security in the Organization.

It strives to provide 100% security of all processes.

Is aware of its leading role in formulating security objectives and monitor their implementation through effective
control mechanisms.

Directs its efforts in the following areas for the effective implementation of the INFORMATION SECURITY POLICY:

- implementation of effective security policies and creation of conditions for continuous management of
processes in the Organization.

- building a modern information security system capable of meeting the high expectations of its customers.

- promoting the Organization on an international, regional and national scale with regard to the reliable and
continuous management of its processes and specific products, through the continuous identification,
analysis, evaluation and treatment of asset risks, the implementation of adequate controls; ensuring legal,
technological, technical and tactical compliance and security awareness.

' Scope: ABB Bulgaria EOOD — Main office Sofia
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- implementation of specialized plans for: risk management, continuity of work and recovery from crisis;
comprehensive security, etc.

- efficient and effective use of available innovative, information, material, human and financial resources, in
accordance with the security requirements of all assets.

- Managing a continuous process of training, awareness, and motivation for security personnel.

Management is aware of the need to establish a Continuity Plan for the Organization. Considerable risks are identified
for significant work processes from potential and unforeseen adverse events.

To achieve these goals, ABB Bulgaria EOOD has developed, implemented, maintained and continuously upgraded
an Integrated System for Information Quality and Security Management in accordance with the requirements of EN
ISO/IEC 27001:2023, EN ISO/IEC 27001:2023/A1:2024 and other applicable Bulgarian and international standards
and norms.

AS MANAGER OF ABB BULGARIA EOOD, I DECLARE MY PERSONAL PARTICIPATION AND RESPONSIBILITY FOR
IMPLEMENTATION OF THE PUBLISHED SECURITY POLICY.

The Policy is digitally approved by the Company Management.

January 01, 2025
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