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Rolf Vahldieck

Head of Global Product Management for Control System Services 

Presenter Profile:

responsible for the digitalization of control system services 

and the operation of the digital infrastructure, which includes the business portal myABB / My Control System
worked for more than 40 years with ABB in many different management positions 
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Challenges Goals

Minimum operational risks

Minimal operation costs

Competent resources

Optimal budget planning

Investment protection

What are the challenges today? 

Process 

Control 

Engineer

Maintenance 

Manager

Operations 

Manager

IT 

Director

Plant 

Manager

Plant availability and asset health

Maintenance efficiency

Work force availability and skill gaps

Life cycle management

Cyber Security and Digitalization

Plant / Production
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Challenges

ABB AbilityTM

Asset Health

and Cyber Security

for control systems

Goals

Minimum operational risks

Minimal operation costs

Competent resources

Optimal budget planning

Investment protection

What are the challenges today? 

Plant availability and asset health

Maintenance efficiency

Work force availability and skill gaps

Life cycle management

Cyber Security and Digitalization
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Digitalization of Maintenance for Control Systems
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Challenges Advanced Digital Services

Advanced Services are Digital Services

Plant availability and asset health

Maintenance efficiency

Work force availability and skill gaps

Life cycle management

Cyber Security and Digitalization

Analysis

– Performance

– Software

– Security

– Life Cycle

Monitoring 

– Health

– Security

Updating

– daily Security Updates 

ABB AbilityTM

Asset Health

and Cyber Security

for control systems
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Challenges Customer Portal Advanced Digital Services

Advanced Services are Digital Services

Plant availability and asset health

Maintenance efficiency

Work force availability and skill gaps

Life cycle management

Cyber Security and Digitalization

Analysis

– Performance

– Software

– Security

– Life Cycle

Monitoring 

– Health

– Security

Updating

– daily Security Updates 

– Information

– Communication 

– Downloads
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Customers Customer Portal Advanced Digital Services

Advanced Services optimize Maintenance and Operation

Analysis

– Performance

– Software

– Security

– Life Cycle

Monitoring 

– Health

– Security

Updating

– daily Security Updates 
Process 

Control 

Engineer

Maintenance 

Manager

Operations 

Manager

IT 

Director

Plant 

Manager

– Information

– Communication 

– Downloads
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System Data Customer Portal Advanced Digital Services

Data are the Base for Advanced Digital Services

L3

L 1-2 

DCS

file

Firewall

manual

automatic

Analysis

– Performance

– Software

– Security

– Life Cycle

Monitoring 

– Health

– Security

Updating

– daily Security Updates 

– Information

– Communication 

– Downloads
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System Data Customer Portal Users

24/7 online accessible

Site Management

ABB & Partner

Enterprise HQ

Customer Engineer

L3

L 1-2 

DCS

file

Firewall

manual

automatic

– Information

– Communication 

– Downloads
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System Data Backend Infrastructure Users

Large  Backend Infrastructure for Digitalization of Serices

Site Management

ABB & Partner

Enterprise HQ

Customer Engineer

L3

L 1-2 

DCS

file

Firewall

manual

automatic

Digital Twin
of DCS

Data Analytics

Rule Engine

Stream Analytics

Knowledge
Base
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Input & Output Backend Infrastructure Advanced Digital Services

Digital Service Delivery

Site Management

ABB & Partner

Enterprise HQ

Customer Engineer

L3

L 1-2 

DCS

file

Firewall

manual

automatic

Digital Twin
of DCS

Knowledge
Base

Data Analytics

Rule Engine

Stream Analytics

Analysis

– Performance

– Software

– Security

– Life Cycle

Monitoring 

– Health

– Security

Updating

– daily Security Updates 
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Input & Output Status & Recommendations Advanced Digital Services

From an Overview down to Details

Scan

Benchmark

Fingerprint

Software SecurityPerformance Life Cycle

Analysis

– Performance

– Software

– Security

– Life Cycle

Monitoring 

– Health

– Security

Updating

– daily Security Updates 

Site Management

ABB & Partner

Enterprise HQ

Customer Engineer

Firewall

automatic

L3

L 1-2 

DCS
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myABB / My Control System
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24/7 online customer collaboration 

all relevant information in one place

access to software licenses and downloads

Increases performance and reduces system downtime with 

online system health analysis

supports system life cycle and investment planning

improves cyber security through assessments and validated 

security updates

http://www.abb.com/
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Save time, reduce risk and lower costs

– quickly identify potential problems

– see impact and recommended actions

– prioritize and schedule corrections

– see the life cycle status and forecast

– fact-based decision for life cycle planning and budgeting

Advanced Services – Benefits
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Scan

Benchmark

Fingerprint
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Infrastructure What is scanning ?

What is monitoring ? 

– a snapshot 

– shows the status at a point in time

– allows comparing 

– highlights changes
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– a continuous process

– detects deviations automatically 

– identifies trends 

– generates notification

Scanning or Monitoring of Control Systems ?

ABB AbilityTM Asset Health for Control Systems

Control System

Monitoring

Notification

Statistics

KPIs

Work instruction

Support
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Dec. 2016

Case Study / Control System Monitoring
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Tinplate production site

Global player

The company's products are used for 

canning and packaging of goods in the 

processed foods, paints, beverages, dairy 

products and other industries.

Rolling Mill 

System 800xA 5.0

– Server + 3 Clients 

– 3 PEC Controller

– Profibus with S800I/O

Company Products Production
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Critical Issue prediction after 2 weeks

Case Study

high
critical

60,000 events in total

Time Course 

1. 1st Notification with high severity after 2 weeks of operation 

2. 2nd Notation 6 hours later with critical severity

3. Field Service implemented recommendation as emergency measure

4. Problem occurred again

5. Phone call with customer, Field Service and L3 Support

6. Customer requested remote expert support

Notifications High

Critical
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What happened?

Case Study

high
critical

Slide 19

High

Critical
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System 800xA Control System Monitoring

1) ServiceLink is a RAP-based remote connection (RAP: Remote Access Platform from ABB Group IS)

2) Every 2nd minute is the typical collection rate, minimal transfer rate is every 5th minute
25 September 2019 Slide 20

Scope Digital Architecture

System and Security Event Analysis

– System functions

– Communication and networks

– Control and I/Os

– Fieldbus

Frequent recording and analyzing of KPIs

– Performance

– Software

– Security

ABB AbilityTM Asset Health for Control Systems

Real-Time MONITORING

transmission every 2nd minute 2)

Data and Event

Collector

ServiceLink 1)

Cloud
connection 

My Control System

on premise

L3

L 1-2 

DCS

Control System Monitoring

Cloud
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ABB Ability TM  Digital Services for Control Systems
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Statistics Aug, 2019

70
Countries
use Advanced 

Services

9,213
MCS Users

registered

30,732
Reports
generated

2,711
System

Advanced Services 

are used

12,632
Scans
uploaded
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Summary

– reduction of operational risks and costs and increase of plant performance and reliability

– optimal budget and investment planning

Recommended 

Actions

Short term Benefit 

Mid term Benefit 
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1. register to My Control System

2. use My Control System for on-line information and down loads

3. introduce Advanced Services into your maintenance strategy
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