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Introduction

NIS2 directive went into force on January 16th, 2023, and
member-states have until October 17th, 2024, to adopt and

publish necessary measures to comply with the directive.
What does this mean for operators and suppliers?

This presentation focuses on their duties and tasks with

some examples.
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Summary
The NIS2 directive includes the following focus areas

— New obligations that apply to both member-states and companies
— A broader scope than with NIS1

— Asize cap for identifying entities more than 50 persons and whose annual turnover and/or annual balance sheet total exceed EUR 10
million (medium size) but there are exclusions regardless of their size and these details you should follow up with a lawyer

— Administrative fines on essential entities for infringements of the directive

— Requiring 24 hours for early warning of a significant incident and 72 hours for incident reporting
— Obligatory cyber security risk-management measures

— Coordinated vulnerability disclosure and the creation of a European vulnerability database

— The official establishment of the EU-CyCLONe to support the coordinated management of large-scale cybersecurity incidents and
crises at an operational level

— Supply chain security
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Critical sectors in the EU

Bolt is introduced in NIS2 (Scope Extends)

Essential Services

Energy: electricity, oil, gas, heat, hydrogen

Health: providers, labs, R&D, pharma

Transport: air, rail, water, road

Banks and financial markets

Water and wastewater

Digital: IXP, DNS, TLD, DC, CSP, CDN, TSP, MSP, MSSP
Space

Public administration
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Important Services

— Postal and courier

- Waste management

— Chemicals

- Food

- Manufacturing: technology and engineering
— Digital services: social, search, markets



Article 21 cyber security risk management measures
Applies to essential and important entities - “all-hazard” approach

Technical and organizational measures to manage risks

o S on  ©
Risk analysis Incident Business Supply chain  Securityin Policies and Policy onthe Human Basic cyber Multi-factor
and handling continuity security networkand  procedures  use of resources  hygiene authentication
information (prevention, and crisis including information (testingand  cryptography security, practices and or continuous
system detection, management security- systems auditing) to and access cyber authentication
security and related acquisition, assess the encryption control security solutions,
policies response to aspects development effectiveness policies and training secured voice,
and concerning and of asset video and text
recovery the maintenance cybersecurity management communications
from relationships including risk
incidents) between each vulnerability = management
entityandits handlingand measures
direct disclosure
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What must suppliers and operators do now?

A mapping to a security standard and solutions can help

Standardization (Article 25 of the Directive)

To promote the convergent implementation of
Article 21(1) and (2), Member States shall, without
imposing or discriminating in favor of the use of a
particular type of technology, encourage the use of
European and international standards and technical
specifications relevant to the security of network and
information systems
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What do suppliers and operators have to do now?

Europa

ISO

Operator

Supplier

000  NIS2.0, Art. 21,
LY para. 2c

NIS 2.0, Art. 21,
paragraph 2d

ISO 27002:2017,
Cape. 17

ISO 27002:2017,
Cape. 15

Determination of crisis management and
maintenance of information security and
operations (business continuity
management)

Determination of the IS requirements for [NIS
2.0: direct] suppliers and their monitoring
and verification (supplier audits)

Display of the first use of a critical
component

Contractual commitments of resources and
response times; Support in the creation of
technical recovery plans

* ABB Care Framework

* Incident Response

* Cyber Security Backup & Recovery

Ensuring the implementation of IS requirements
through certification (e.g., ISO/IEC 27001, IEC
62443-2-4); Monitoring of suppliers with regard to
information security

» ABB Cyber Security Requirements for Suppliers

Submission of a manufacturer's declaration of
trustworthiness (guarantee declaration); exact
requirements for the declaration are still open
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https://search.abb.com/library/Download.aspx?DocumentID=9AKK107904&Action=Launch
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/foundation-controls/system-backup-management
https://global.abb/group/en/about/supplying/cybersecurity

What do suppliers and operators have to do now?

Europa ISO Operator Supplier
2 NIS2.0,Art. 21, ISO 27002:2017, Specification of requirements for the whole Implementation of a development process based
‘="  paragraph 2e Cape. 14 Information systems lifecycle (planning, on standards and best practice; Vulnerability
development, testing, maintenance, Disclosure and Addressing
replacement); adequate handling of * ABB Approach to Software Vulnerability
vulnerabilities Handling
* ABB Alerts and Notification Sy

* |EC 62443-4-1 Certified Development
Organization

* |EC 62443-4-2 Certified Components

* |EC 62443-3-3 Certified Systems

» |EC 62443-2-4 ML2 Security Program
Requirements for IACS Service Providers

=r NIS 2.0, Art. 21, ISO 27002:2017, Establishing procedures for evaluating the Support in comparing the status quo (actual) to
para. 2f Cape. 12.7and 18.2 effectiveness of protective measures in the the respective specifications (target)
area of information security * GAP analysis
Proof of compliance with IS requirements * Individual Consulting
through audits, reviews or certifications * |SMS Support
+ CSWP

AL HR HR
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https://search.abb.com/library/Download.aspx?DocumentID=9ADB005059&LanguageCode=en&DocumentPartId=&Action=Launch&_ga=2.103952192.1769037502.1651560811-1245898298.1605597109
https://global.abb/group/en/technology/cyber-security/alerts-and-notifications
https://www.isasecure.org/en-US/End-Users/IEC-62443-4-1-Certified-Development-Organizations
https://www.isasecure.org/en-US/End-Users/IEC-62443-4-2-Certified-Components
https://www.isasecure.org/en-US/End-Users/IEC-62443-3-3-Certified-Systems
https://www.exida.com/SAEL-Security/abb-energy-industries-system-integration-and-maintenance-process
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/foundation-assessments/abb-ability-cyber-security-fingerprint
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/services-consulting
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/services-consulting
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/foundation-controls/abb-ability-cyber-security-workplace

What do suppliers and operators have to do now?

Europa

ISO

Operator

Supplier

NIS 2.0, Art. 21,
paragraph 2g

(?_ﬂ NIS 2.0, Art. 21,

paragraph 2ga

ISO 27002:2017,
Cape. 10

ISO 27002:2017,
Cape.7t09

Definition and documentation for use
of cryptography or encryption and signing
ininformation systems

Establishing IS requirements for employees
and contractors before, during and after
employment; Definition of asset
management (IS assets)

Definition of access control in information
systems

Implementation of cryptographic measures in
products and systems (e.g., encrypted
communication protocols, signed software
packages, encrypted remote maintenance access)
* Remote Access Platform (Part of Care Contract)
* IPSec at the HMI level

Support through various services in the areas of
training, asset management and access control

» ABB University Classes

* Cyber Security Asset Inventory

* Cyber Security MFA Authentication

« Remote Access Platform (Part of Care Contract)

Source: Draft NIS 2.0 (26.11.2021), https://data.consilium.europa.eu/doc/document/ST-14337-2021-INIT /en/pdf
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https://search.abb.com/library/Download.aspx?DocumentID=9AKK107904&Action=Launch
https://new.abb.com/process-automation/process-automation-service/advanced-digital-services/cyber-security/foundation-training
https://search.abb.com/library/Download.aspx?DocumentID=8VZZ001190T00001&LanguageCode=en&DocumentPartId=&Action=Launch
https://search.abb.com/library/Download.aspx?DocumentID=9AKK107904&Action=Launch
https://data.consilium.europa.eu/doc/document/ST-14337-2021-INIT/en/pdf

Reporting obligations

Notify without undue delay and, in any event, within 24 hours after having become aware of the incident
An incident shall be considered to be significant if:

(a)it has caused or is capable of causing severe operational disruption of the services or financial loss
for the entity concerned;

(b)it has affected or is capable of affecting other natural or legal persons by causing considerable mate-
rial or non-material damage.

How can one notify without undue delay?

Designed solutions for reporting taking OT incidents into account, contracts with the proper reaction
times covering the OT scope.

The act of the notification in itself shall not make the notifying entity subject to increased liability!

AL HR HR
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Cyber security information — sharing arrangements
Trusted communities of essential and important entities

What should be exchanged? How?

"Including information relating to cyber threats, near misses, Member States shall facilitate the establishment of cyber security
vulnerabilities, techniques and procedures, indicators of information-sharing arrangements and ensure that the exchange
compromise, adversarial tactics, threat-actor-specific information, of information occurs within communities of essential and

cyber security alerts and recommendations regarding important entities and, where relevant, their suppliers or service
configuration of cyber security tools to detects cyber attacks” providers.

Such arrangements may specify operational elements, including
the use of dedicated ICT platforms and automation tools, content,
and conditions of the information-sharing arrangements.

) AL HR HR
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Registry
Certain digital infrastructure entities and digital services providers

Entities are required to submit information to the competent authorities
the member states single points of contact shall forward the information to ENISA.

Based on the information received, ENISA shall create and maintain a registry for the entities. Upon
request of Member States, ENISA shall enable access of relevant competent authorities to the registry.
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Conclusion

From EU

Timeline

Member states will have until October 17th, 2024, to adopt and

publish necessary measures

Scope

Nearly all kinds of industry

No longer just NIS1 critical infrastructure

Measures to be implemented

Obligation to report cyber security incidents
Registration obligations with national authorities
Duties for the Management Board

Implementing cyber risk mitigation measures

Possibly the obligation to use certified products (EU CSA
schemes)
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ABB’s support

Timeline

Legally, sharing the information with our clients to support
early budgeting and project planning, establishing key
competence centers/collaborative operation center

Scope

- Tailored cyber security product and service portfolio to
implement all risk-mitigating measures for our customers from
the manufacturer’s hand

Resources

- With our collaborative Operation Centers and globally available
experts, we help our customers meet their targets for
detection, response, containment, eradication, and recovery,
especially in OT environments

- Our care agreements help customers to be able to understand
and report needed information within the regulated timespan

AL HR HR
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Risk Reduction Roadmap

( )—e Solutions
The Industrial Cyber Security Journey O—e senice
Expertise
O—o Intelligence
Application
Allowlisting Moi‘i’tegrting
Network ® Incident
e . Response
Monitoring Security
Maintenance Operations
Fingerprint Consultancy Reference
Architecture ¢ Backup l 1
Risk Security N\
Assessment ®  Updates System \_/ N
Malware Hardening Asset u
Protection Inventory Training
B o SSRICN L]
N\ _%
Assess Plan Implement Maintain Detect Monitor & Respond
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Challenges with Traditional Cyber Monitoring & Maintenance
Security Updates, Malware Protection, Backup & Recovery

Understanding Risks
Security controls are only as effective as the team

>

¥ Use tha snap-en 1o quickly and relably deploy the latest updates o your compaters

expertise often results in missed threats and
improperly maintained security controls.

Computers To Do

{ Your WSUS server currently shows that no computers are regestered to receive updates.

Siloed Controls

Multiple complex and difficult to navigate consoles
requires time and expertise to even understand what £) Optons
you are looking at, let alone know where to begin
when one needs maintenance.

4l

Update Status Dow

Server Statistics Comnection
Unapproved updates
Approved updates 4334

Lack of Visibility oo %
Comprehensive visibility of your security controls [Eose
status is required in order to identify your high-risk
areas and remediate quickly.

A
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Introducing ABB Ability™ Cyber Security Workplace

Security Simplified

MALWARE PROTECTION

BACKUP

Monitor your security controls

Get notified of increased risk

Take action to protect your assets

C X K X

All in one console

VAN

Simplifies Security Reduces Risk Minimizes Effort



ABB Ability™ Cyber Security Workplace

Security Controls Dashboard

f\|'== My Control System

> SID1234 General In

Service status indicator
to ensure data
collector is online

ormation

System Status Licenses a

d Contacts

SECURITY UPDATES @ @

Health Security Inventory Utilities

System Service Files

Security ~

MALWARE PROTECTION

Single console of
overall controls status

Documentation

Identifies the number —@ 3
of nodes with
heightened risks

Modes with issues

Update status

| Updates failed

Updates needed

Level 1 KPIs provide
early detection of
increased risk

Last sync date: 11.02.2021 11:.22

[ Install security updates and reboot
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0

Modes with issues

Service status: @ Running

Last service status update: 26.04.2022 08:19

Status

v

Mo areas requiring your attention

Flexible dashboard
enables you to customize
the page to work best for
your organization

® O E B Yourhame@yourcompany.com

Ry Expand all widgets @ i} Customize dashboard

BACKUPS

Security ~

2

Nodes with issues

Last backup job: 11.02.2021 10:00

Backup status

Backups failed

Backups completed with warnings

Security
maintenance
actions to take to
quickly remediate
risk

P Start backup job [ ]



ABB Ability™ Cyber Security Workplace

Scales with your cyber security program

@ ABB Ability™ Cyber Security Workplace

My Control System

Modular Automate Insights
Single solution to Simplify Seamless

monitor and maintenance & integration of all
manage your OT risk reduction system related
security controls activities information

Collaborative Solution for increased productivity
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